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Abstract. In this paper, we investigate the existence and invariant of
algebraic attacks, which have been recently shown as an important crypt-
analysis method for symmetric-key cryptographical systems. For a given
boolean function f in n variables and two positive integers d and e, we
observe that the sufficient condition d 4+ e > n, shown in [8] or [9], can-
not guarantee the existence of a function g with deg(g) < d such that
deg(fg) < e where fg # 0. Based on this observation, we find a sufficient
and necessary condition for the existence of such a multiplier g, which
also yields an algorithm to construct them. The algorithm is more effi-
cient when the polynomial basis is employed for linearization than the
boolean basis is employed. We then introduce the concept of invariants of
algebraic attacks in terms of the algebraic security criterion, proposed by
Courtois and Meier in 2003, and characterize these invariants. Applying
this criterion to the hyper-bent functions, we derive that for a randomly
selected boolean function g, the probability of the degree of fg is greater
than or equal to deg(f) = n/2 is close to 1 where f is a given hyper-bent
function in n variables. The tool for establishing our assertions in this
paper is to use the (discrete) Fourier transform of boolean functions in
terms of technics of analysis of pseudo-random sequences.

Key words. Algebraic attacks, low degree approximation, linearization,
(discrete) Fourier transform, invariant, and hyper-bent function.

1 Introduction

Algebraic attacks have been shown as an important cryptanalysis method for
symmetric-key cryptographical systems in recent work by Shamir, Patrin, Cour-
tois and Klimov [20], Courtois and Meier [8], and Courtois [7] [9]. Especially, it is
significantly effective to attack stream cipher systems in which key streams are
generated by filtering function generators, i.e., applying a boolean function on
a subset of the tap positions of an linear feedback shift register (LFSR) and the
output of the boolean function is a key stream. In general, if one of the follow-
ing conditions is satisfied, then the cipher system could be broken by applying
linearization to find the initial state of the system, which is served as a seed for
key stream generation: (a) a boolean function f employed in a stream cipher
system has a low degree or it is probabilistically close to a low degree polyno-
mial; (b) there exists some specific function g such that the product fg =0 (or



(f+1)g =0) or fg # 0 has a low degree or fg is probabilistically close to a zero
polynomial or a low degree polynomial.

In order to make algebraic attacks effective, if f is not of low degree, one
has to find a boolean function g, as a multiplier, such that either fg = 0 (or
(f+1)g =0) or fg # 0 which has a low degree or the probability that fg has a
low degree is close to 1. For a given boolean function f in n variables, and two
positive integers d and e, Courtois and Meier investigated how to construct a
boolean function g with degree at most d such that the degree of fg is at most
e. They presented a sufficient condition for existence of such a g in [8], which is
d=[2] and e = [%}!] where [2] denotes the smallest integer that is greater
or equal to z , and in [9] which is d + e > n, respectively. This year, in [17],
Meier, Pasalic and Carlet discussed the case for finding g such that fg = 0, and
presented an algorithm to construct such g if it exists.

For design of boolean functions with applications in stream ciphers and block
ciphers, the existing work in the literature is to design boolean functions with
resistant to various types of correlation attacks. The popular design criteria for
achieving this goal are as follows:

1. Large degree.

2. High nonlinearity: measuring how far from all affine functions.

3. Good correlation immunity and resiliency (Siegenthaler, 1984): k-order cor-
relation immunity /resiliency is to measure whether a boolean function f in
n variables is independent of all variables in any k-subset when they are
considered as random variables over the binary field GF(2) = {0, 1}. If so,
it is said the boolean function has k-order correlation immunity or k-order
resiliency property if f is balanced. These concepts also correspond to kth-
order invariants of boolean functions studied by Golomb as early as 1959
[13].

4. Strict avalanche criterion (SAC) [10] and the propagation property [23], more
general, low additive autocorrelation, i.e., considering the difference between
an output of a boolean function and the resulting output by changing some
inputs of the boolean function.

In [8], Courtois and Meier proposed a new criterion for design of boolean
functions with applications in symmetric-key cryptographical systems. We recite
this criterion with a slight modification.

Algebraic Security Criterion: Assume that f is not of low degree, and
for any boolean function g, if fg # 0, then the degree of the product fg
should be greater than or equal to the degree of f.

In this case, we say that f is invariant of algebraic attacks (we will formally
definite that later). In the literature, there are many constructions for boolean
functions which satisfy one or more criteria 1-4 listed above, but not all, since
there are some trade-offs among these criteria. The well-known trade-off was
given by Siegenthaler appeared in his paper [21] (1984) for introducing correla-
tion immunity /resiliency, i.e., for a boolean function f in n variables, the sum



of its degree and the order of its correlation immunity /resiliency is less than or
equal to n or n — 1. Thus, one can not obtain a boolean function with degree
much larger than n/2 in order to achieve a certain order of correlation immu-
nity/resiliency. After Siegenthaler’s work, there exist a great number of papers
in the literature along these lines for example, [22] [10] [19] [2], [3] [15], just
listed a few. Some trade-offs or bounds between nonlinearity and correlation im-
munity /resiliency of boolean functions have been discussed in recent years by a
number of researchers [18] [24] [4]. The nonlinearity and propagation property
are related by the well-known convolution law which was wisely used in [23].

In this paper, we investigate the existence and invariant of algebraic attacks
for the case of finding g such that fg # 0 which has low degree. We call such g
a low degree approzimation of f. It is worth to point out that such multipliers
are necessary in order to launch the fast algebraic attacks proposed in [9]. For
a given boolean function f in n variables and two positive integers d and e, we
observed that the sufficient condition d+e > n, shown in [8] or [9], cannot guar-
antee the existence of a function g with deg(g) < d such that deg(fg) < e where
fg # 0. Pursuing this approach, we find a sufficient and necessary condition for
the existence of such a multiplier g. From this sufficient and necessary condition,
we obtain an algorithm to construct these multipliers. We then introduce the
concept of invariant of algebraic attacks in terms of the algebraic security cri-
terion (see above). Hyper-bent functions are introduced in [25], and satisfy the
design criteria 2 and 4. We show for a given hyper-bent function, by randomly
selecting a boolean function g, the probability of the degree of fg is greater than
or equal to n/2 is close to 1. The tool for establishing our assertions in this paper
is to use the (discrete) Fourier transform of boolean functions in terms of the
methods frequently used in design and analysis of pseudo-random sequences.

This paper is organized as follows. In Section 2, we introduce the (discrete)
Fourier transform of boolean functions through their polynomial representations,
and bases of the linear space as linearization of nonlinear boolean functions. In
Section 3, we first present a sufficient condition for the existence of low degree
approximations, then a sufficient and necessary condition, and last, an algorithm
to construct such low degree approximations. In Section 4, we introduce the con-
cept of invariants of algebraic attacks. We show that any hyper bent function is
invariant of algebraic attacks with probability 1 in Section 5. Section 6 is for con-
clusions and some discussions on trace-offs between polynomial representations
and boolean representations.

2 Discrete Fourier Transform of Boolean Functions and
Linearization

We denote Fo = GF(2) and FY* = {(z0, 21, ,Zm—1) | 2; € F2} where m is a
positive integer. A boolean function f in n variables is a function from F% to Fs.
An algebraic normal form of f is given by

flxo, -, xn_1) = E Ay oy Ty * o Ty Qi ey, € o



where the sum runs through all the ¢-subset {iy,---,i:} € {0,1,---,n—1}. The
degree of the boolean function f is the largest ¢ for which a;, ... ;, # 0.

In this paper, the notation H(s) represents the Hamming weight of s, i.e.,
the number of nonzeros in s, where s could be a positive integer represented in
a binary form, or s a k-dimensional binary vector, or s a boolean function in
n variables represented as a binary vector of (f(xq), f(X1),- -+, f(x2n_1)) where
xX;,t=0,---,2™ — 1 constitutes all elements in F7.

Note that FJ is isomorphic to the finite field GF(2"), regarded as a linear
space over GF'(2) of dimension n. For simplicity, we denote GF(2™) by Fan. Any
boolean function can be represented by a polynomial function from Faon to Fs.
For a polynomial function from Faon to Fo, say f(z) = Zflal d;x?,d; € Fon, the
algebraic degree of f is given by the largest ¢ such that d; # 0 for which the
Hamming weight of the binary representation of 4 is equal to ¢, i.e., H(i) = t. In
this paper, the degree of a function f from Fon to Fy always means the degree
of its boolean form or equivalently, the algebraic degree of its polynomial form,
denoted by deg(f).

2.1 Trace Representation of Boolean Functions, Polynomial
Functions, and Sequences

Using the Lagrange interpolation, we may define the (discrete) Fourier transform
of boolean functions through their polynomial forms. Let f be a boolean function
in n variables in a polynomial form. The (discrete) Fourier Transform (DFT) of
f is defined as

Ae= > [f@)+ f(O))z™, k=0,1,...,2" - 1. (1)

z€F3,
The inverse formula of (1) is given as follows:
21
fl@)=> At zeF;. (2)
k=0
Fact 1 Ay € Fon, and Agiy = A2 ,i=0,1,---,n— 1.

In the following, we show the trace representation of boolean functions in
terms of their Fourier transforms. For doing so, we need the concept of cyclotomic
cosets. A (cyclotomic) coset Cs modulo 2" — 1 is defined by

Cs={s,5-2,-- -,32"5_1},

where n; is the smallest positive integer such that s = s2™ (mod 2™ — 1). The
subscript s is chosen as the smallest integer in Cy, and s is called the coset leader
of Cs. For example, for n = 4, the cyclotomic cosets modulo 15 are:

Co ={0},C1 ={1,2,4,8},C3 = {3,6,12,9},C5 = {5,10},C7 = {7,14,13,11}



where {0,1,3,5,7} are coset leaders modulo 15.

We may group monomial terms according to Fact 1, which results in the
following representation of a boolean function by the sum of trace terms, whose
proof is omitted here.

Proposition 1. (TRACE REPRESENTATION OF FUNCTIONS) Any non-zero func-
tion f(xz) from Fan to Fo can be represented as

f($) = Z TT?k (Akll'k) + Agva_1$2n71,Ak € Fany, Agn_q € Fo,x € Fan (3)
kerl'(n)

where I'(n) is the set consisting of all coset leaders modulo 2™ —1, ny | n the size
of the coset Cy, and Tr*(z) the trace function from Fani to Fa.

Recall that H(k) denotes the Hamming weight of a positive integer k. If f
is a boolean function with degree deg(f) = r < n, from Proposition 1, the trace
representation of f can be given by

= > Tri*(Awb) (4)

H(k)<r

where Ay, # 0 for at least one k € I'(n) such that H(k) =
Next we investigate the relationship of the Fourier transforms between a
boolean function and its associated binary sequence. Let « be a primitive element
in Fon. We assume that f(0) = 0 (if f(0) # 0, we replace f by g = f — f(0)
where g(0) = 0). We associate f with a binary sequence {a;} whose elements
are given by
at = f(a'),t=0,1,---,2" — 2. (5)

Then the period of {a;}, say N, ib a factor of 2" —1. Usually, the Fourier transform
of {a;} is defined as By, = Zt o Y870 < k < N where i 1s an element in Fan

with order N, and its inverse formula is given by a; = Zk 0 Bkﬁ’“ 0<t<N.
If we choose ﬁ = ¥ where v = (2" — 1) /N, then we have

Br=Ar,0<k<N, andAiny; = A;,0<i<v,0<j<N.

Thus (3) is the trace representation of both f and the associated sequence {a;}.
{Ay} is also called a Fourier spectral sequence of f or equivalently {a;}. We list
some frequently used results on Fourier spectra into the following fact.

Fact 2 With the above notation,

(a) {Ay} is of period N.

(b) A, =0 if k#£0 (mod v), and Aj, = Zt o Yaya ™0 < j < N where there
is at least j : 0 < j < N such that Aj, # 0 if {a;} is not a constant sequence.

(c) Let a(x):ztzifatxt Then Ay = a(a™),0 <k < 2" — 2.

ot



Therefore, any function from Fon to Fy, or equivalently a boolean function
in n variables, corresponds a binary sequence with period N |2™ — 1. They have
the same Fourier spectral sequence. This leads to an efficient linearized method
to find low degree approximations, which will be shown below.

For simplicity, sometimes, we denote ¢ = 2" and F the set consisting of all
functions from Fa» to Fa, or equivalently, all boolean functions in n variables.

2.2 Bases of F

Note that F can be considered as a linear space of dimension ¢ over Fy when
each function in F is represented by a binary vector of dimension ¢. For f € F,
there are two common ways to represent f as a binary vector of dimension gq.

Method 1. f is of the boolean representation. We list the elements in F3 in
the same order as the truth table of f. Thus,

f(x(bxla e 7mn71) = (f(to)a f(tl)a Ty f(tqfl))v
ti = (tio,ti1, - s tin—1), tij € Fp, with
1= tio+ ti712 + -4 ti7n_12n_1,0 <1 <gq.

_ _ : n c _ .C0,.C1 Cn—1
Forx = (2o, -+, zn—1)and ¢ = (cop, - -+, cpn—1) in F5, we denote x° = z’a7* - - x," 7.
Then, the basis of F, regarded as a linear space over Fy, consists of all monomial
terms:

A={x|ceFi}.

This basis is referred as a boolean basis of F.
Method 2. f is of the polynomial form. We use the cyclic group of Fy, i.e.,

f@) = (£(0), F(1), f(a),---, f(a®™?)). (6)

Let ‘
My = {Tri* (Ba'2)") ;i = 0,1, ny, = 1}, B € Fams, (7)
where ny, is the size of the coset consisting k. Note that {a®* | = 0,1,---,n;—1}

is a basis of Fani, over Fo. Together with the trace representation of a function in
F given by Proposition 1, we obtain that all monomial trace terms in II; when
k runs through all coset leaders modulo g — 1 constitute a basis of F. In other
words, the following set is a basis of F:

1T = Ugern) ik (8)
where I'(n) is the set consisting of all coset leaders modulo ¢—1, which is referred
to as a polynomial basis of F.

2.3 Efficient Computation of the Polynomial Basis of F

Let a = {a;} = ag,a1,--- be a binary sequence with period N. Let L be the
(left) shift operator of a sequence a, i.e., La = a1,as9, -+, L'a = a;, a1, -+ A



k-decimation of a is the sequence a®) = {a;}, where the indices are reduced
by modulo N. In the following, we assume that a; = T77(Ba') where 3 € Fj..
If a®) = 0, then we may choose r such that the k-decimation of L'a is a zero

sequence fori = 0,1, ---,r—1, and the k-decimation of L"a is not a zero sequence.
For simplicity, we still denote such a decimation as a(*). Therefore, the elements
of al*) is given by ay; = Tr* (B8a*),i = 0,1,---, where ny is the size of the
coset C. We denote
0, a®
0, La®
P,=|. (9)

d, Lnk—la(k)

where Lia®)’s are regarded as binary vectors of dimension ¢ — 1, and each row
corresponds to a function in IT;. Thus, for each k, a coset leader modulo ¢ — 1,
we only need to compute a(*), the rest of rows in Py, can be obtained by the shift
operator which has no cost. Furthermore, |I'(n)|, the number of the coset leaders
modulo ¢ — 1, is equal to the number of the irreducible polynomials over Fy of
degrees dividing n. Thus, for computing the polynomial basis of F, one only need
to compute |I'(n)| decimation sequences from a, approximately, ¢/n decimation
sequences from a, in order to get the polynomial basis of F. Compared it with
the boolean basis, we have to compute ¢ = 2™ vectors of dimension ¢ since there
is no computational saving for these evaluations.

3 Characteristic of Low Degree Approximations

Assume that a boolean function f employed in a cipher system is not low degree.

Definition 1. Let f be a boolean function in n variables. If there exists some
specific function g such that the product fg # 0 has a low degree in the sense
that deg(fg) < def(f) or fg is probabilistically close to a non-zero low degree
polynomial in the sense that Prob{fg = h} = 1 where deg(h) < deg(f), then
g is called a low degree approximation of f or a probabilistically low degree
approximation.

In [8] [9], Courtois and Meier showed that for given positive integers d and e
with d + e > n there exists some g with degree at most d such that fg has the
degree at most e. In this section, we will show how to characterize the case that
fg # 0 for given d and e. We first present a sufficient condition for the existence
of low degree approximations. Following this approach, we establish a sufficient
and necessary condition for the existence of low degree approximations, which
also yields an algorithm to construct them.

Let Sy be the set consisting of all those functions in the polynomial basis
with H (k) < d, or equivalently, all boolean monomial terms of degrees less than

or equal to d. Then
d
n
5= (1)

=0



Notice that any function in F of degree d is a linear combination of functions in
Sq over Fy. For a given f € F, we denote

Sa = {f(x) - g(x)lg € Sa}-

Note that f(x) - g(x) is a dot product when both f and g are represented as
binary vectors of dimension ¢ = 2".

Theorem 1. With the above notation, for a given f € F and two positive inte-
gers d and e with 1 < d,e < n, if fSq contains at least

2 11— |8,

different functions and all those functions are linear independent over Fy, then
there exists a function g € F with degree at most d such that deg(fg) < e.

Proof. Let r = |fS4| and s = |S,|. Since r + s > 2™ and the dimension of F is
2™ the vectors in fSy U .S, are linear dependent over Fo. We list the elements
in fSq as fgi, -, fgr, and the elements in S, as hy,---,hs. Then there exist
c; € Fa,i=1,---,r+ s, which are not all zeros, such that

> cifgi+ > erpihi =0. (10)
i=1 i=1

Note S, is linear independent over Fy. From the assumption, the elements in .Sy

are linear independent over Fy. Thus, there are some j : 1 < j < rand <t > r such

that both ¢; # 0 and ¢; # 0. We write g =Y., ¢ig; and h = >0 ¢rq5h; # 0.

Hence fg = h where deg(g) < d and deg(h) <e

O

Remark 1. The condition in Theorem 1 implies that d+e > n. Otherwise |Sq| +
[Se| < 2" = |fS4| + |Se| < 2™, which is a contradiction.

Note that it is possible that |fSg| < |Sq| and the elements in f.Sy are linear
dependent over Fy. In this case, possibly, there is no function g with deg(g) < d
such that fg # 0 and deg(fg) < e.

Example 1. Let f(z) = Tr3(a’z + a®23) be a function from Fys to Fy where «
is a primitive element in Fos with o® + @+ 1 = 0. Let d = 2 and e = 1, then
d+ e = n. The set S contains the following seven functions

constant function ¢ = 11111111
Tr3(z) = 01001011
Trl(a:c) = 00010111
Tr} (a x) = 00101110
Tr3(xz®) = 01110100
Trl(( x)3) = 01101001
)=

r3((a22)3) = 01010011



On the other hand, we have
f(z) = 00100001.
Thus the elements of fS; are

fTri(z) = fTri(ax) = fTr3((a?x)3) = 00000001
fTri(a?z) = fTri(x®) = 00100000
fe= fTr3((az)?®) = 00100001

Thus |fS2| = 3. However, 00100001 = 00000001 + 00100000. Thus the elements
of S5 are linear dependent. The maximal linear independent set in fS5 is given
by D = {00000001,00100001}. It is easy to see that DUS] is a linear independent
set. So there is no function g with degree 2 such that deg(fg) = 1 with fg # 0.
This shows that the condition d + e > n in Theorem 6.0.1 given in [8] and
Theorem 7.2.1 in [9] (also recited in [17]) cannot guarantee that the existence of
some function g # 0 with deg(g) < d such that fg # 0 with deg(fg) < e, since
there exists a degenerated case for which |fSy| < |Sql.

Note that the boolean form of f is given by f(xg,x1,x2) = zox1 + Toz2 +
x122 + 1. We may use the boolean form of f to show the above result using a
similar technics as above.

From the proof of Theorem 1, it is not necessary to require that r + s > 2™.
In the following, we characterize the existence of a low degree approximation.

Theorem 2. (EXISTENCE OF LOw DEGREE APPROXIMATIONS) With the above
notation, for a given f € F and 1 < d,e < n, let D be a maximal linear inde-
pendent set of fSy. Then there exists a function g € F with degree at most d
such that deg(fg) < e if and only if DU S, is linear dependent over Fa.

Proof. A proof for the sufficient condition is similar as we did for Theorem 1.
We denote |D| =t and |S,| = s. Since D U S, is linear dependent over Fo, there
exist ¢; € F,i =1,---,t+ s such that

T S
Z cifgi + Z Ci+ihi =0
=1 =1

where fg; € D and h; € S.. Since both D and S, are linear independent over
2, so there exist some ¢ with 1 < ¢ < t and 57 with 1 < j < s such that
¢i # 0 and ¢4 # 0, respectively. Thus g = 22:1 cig; # 0 with deg(g) < d, and
fg=h= Z‘;:l ci+ih; # 0 with deg(h) < e, which establishes the assertion.

Conversely, assume that there exists some g € F with deg(g) < d such that
fg # 0 and deg(fg) < e. Since any function with degree less than or equal to
d is a linear combination of functions in Sy, we may write g = 22:1 d;g; where
d; € Fy and I = |Sy|. For simplicity, we may assume that g;,4 = 1,---,¢ are
functions in Sy such that {fg;|i=1,---,t} is a maximal linear independent set
of fS4. Thus we have



1 l
fg:f'zdigi: di(fgi)zzei(fgi)?éQGi€F2~
i=1 i=1 i=1

Consequently, there exists some i with 1 <4 <t such that e; # 0. On the other
hand, since h = fg with degree deg(h) < e, then h € S,. Therefore, h is a linear
combination of the functions in Se, say h = Y ;_, k;h; # 0,k; € Fo. This shows
that there is some k; # 0 with 1 < ¢ < s. Therefore, we have

t e
h=fg<+ Zeifgi +Zkihi =0
i=1 i=1
where e;’s and k;’s are not all zero. Thus, D U S, is linear dependent over Fs,
which completes the proof.

O
From the proof of Theorem 2, we can easily establish the solution to the case
where fg = 0, which we present it in the following corollary.

Corollary 1. For a given f and 0 < d < n, there exists some g # 0 with
deg(g) < d such that fg =0 if and only if |D| < |Sq].

In the following, using Theorem 2, we provide an algorithm to determine
whether there exists a function g with deg(g) < d such that fg # 0 with
deg(fg) < e for a given f and two integers d and e with 1 < d,e < n. If
there exists such a multiplier g, the algorithm outputs g and fg. Otherwise, it
outputs ¢ = 0 and fg = 0. For simplicity, in the algorithm, if it is needed, a
subset of F is also regarded as a matrix in which each row is a function in the
set, represented as a 2"-dimensional binary vector.

Algorithm 1 AN ALGORITHM FOR FINDING A LOW DEGREE APPROXIMA-
TION

Input: f € F, a function from Fon to Fo;
1<d,e<n;and
t(r) = 2™ + Z?:_ol t;x',t; € Fy, a primitive polynomial over Fy of
degree n.

Output: g € F with deg(g) < d and h = fg with h # 0 and deg(h) < e if
there exist such g and h. Otherwise, outputs g =0 and h = 0.

PROCEDURE
1. Randomly select an initial state (ag, a1, -+, an_1),a; € Fo, and compute
n—1
Ap+i = thajﬂ»,i = 0,1,'”,2" —1—n.
j=0
(Note a = (ag, - -,an_2) is a binary m-sequence of degree n [15].)

10



2. Compute k, each coset leader modulo 2" — 1, and ny, the size of Cy. Set
I ={(k,nk)|k € I'n} (I'(n) consists of all coset leaders modulo 2™ —1).
3. Set m = max{d,e}. Pack Sy, as follows:
PO: (1713"'71);
for 0 # k in I'(n) with H(k) <m do
Compute a®*) = (ag, ay, - - “,Qp2n—2)), a k-decimation of a, then apply the
shift operator to the decimated sequence.
Pack Py, defined by (9), as a ni by 2™ sub-matriz of Sy, for all k with
0 < H(k)<m.
4. Using the Gauss elimination, find the rank of fSq4, represented in a |fSq| by
2" matriz, and a maximal linear independent set of fSq, say D.
Apply the Gauss elimination to the following matriz whose entries are given

by

&

D
Se

If the rank of the above matriz is equal to t + s where |D| =1t and |Se| = s,
set g =0 and h = 0, then go to Step 6. Otherwise, find ¢;,i = 1,---,t such

that
t

> cifgi+ > cuyihi =0.
i=1 i=1
Set g = 22:1 ¢;g; and h = Zf:1 Cryil.
6. Return g and h.

Remark 2. The algorithm can also be applied to f of a boolean representation.
However, packing S, for the polynomial basis is more efficient than packing S,
using the boolean function basis:

c no .
171‘1,"',267“.’,81172,"',)( ,-~~,z¢1xi2~~xim,Vc6F2 with H(C) <m,

due to Step 3 which needs only the shift operation for a group of ny — 1 rows of
S, for each k € I'(n) with H(k) < m.

Remark 3. The Algorithm can be applied to find g such that fg = 0 where Step
5 is replaced by Step 5: If |D| = |Sy4|, then return g = 0 which represents no
annihilators with degree at most d. Otherwise, finding ¢; such that 22:1 cifgi =
0, set g = Zle ¢;g;, and return g.

When Algorithm 1 is restricted to compute annihilators of f, the compu-
tational complexity of this algorithm is approximately the cost to execute the
Gaussian elimination algorithm to a |Sy| by 2" matrix.

Remark 4. In [17], Meier, Pasalic and Carlet proposed the following algorithm
(Algorithm 1 in [17]) for finding g such that fg = 0 where deg(g) < d for given
f and d. Let Sq = {g;}. Then any boolean function of degree at most d can be
represented by g = >, ¢;g;, ¢; € Fa. Form a system of the equations:

g(x) =0 for x € Fan such that f(z) =1 (11)

11



which is a system of linear equations in unknowns ¢;’s. If (11) has solutions,
then there exist such annihilators. The second algorithm in [17] improved the
above algorithm by taking account of the Hamming weight structure of x =
(xg,x1,+,Zn_1). For both algorithms in [17], the computational cost consists
of two parts. One part is the cost to form the equations (11) which cannot be
ignored. The other part is the cost to apply the Gaussian elimination algorithm
to the H(f) by |Sqg| coefficient matrix of (11).

Algorithm 1 in [17] (also Algorithm 2 in [17]) can be extended to compute
low degree approximations in the following way. We write S, = {h;}. Then
h, a boolean function with degree at most e, can be represented as h(x) =
> eihi,e; € Fy. For given f, d and e, to find g such that fg = h # 0 is to solve
the following system of linear equations in unknowns ¢;’s and e;’s:

g(z) = h(z) for x € Fan such that f(x) = 1. (12)

Similarly, the computational cost consists of two parts. One part is the cost
to form (12), and the other is the cost to execute the Gaussian elimination
algorithm to the H(f) by |Sq|+|S.| coefficient matrix of (12). If one ignores the
cost to form the equations (11) or (12), then the algorithm described above are
more efficient that Algorithm 1, since H(f) < 2™. However, the algorithm that
we proposed here is to easily characterize the invariant property of algebraic
attacks, which will be given in the next section.

4 Invariants of Algebraic Attacks

In this section, we define the concept of invariants of algebraic attacks in terms of
the algebraic security criterion, introduced by Courtois and Meier in [8] (2003),
and characterize these invariants.

Definition 2. Assume that f € F is not of low degree. f is said to be invariant
of algebraic attacks if Vg € F,

deg(fg) = deg(f) with fg # 0 or fg=0/(f + 1)g =0 with deg(g) > deg(f).
(13)
If (13) is only true for those g with deg(g) < k, then f(z) is said to be k-order
invariant of algebraic attacks.

For convenience, we say that g is an annihilator of f if either fg = 0 or
(f+1)g =0. Thus, if f is invariant of algebraic attacks, then f cannot have any
low degree approximation or f cannot have any annihilator with degree less than
the degree of f. Thus, it is resistant to algebraic attacks. From Theorem 2, we
have the following condition to determine whether a given function is invariant
of algebraic attacks.

Theorem 3. Let f € F with degree v, and Dy be a mazximal linear independent

set of fSg.
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1. f is invariant of algebraic attacks if and only if DyU S, is linear independent
over Fy for alle : 1 < e <randd:1<d <mn or|Dgl = |Sq4 for all
d:1<d<r.

2. f is k-order invariant of algebraic attacks if and only if Dy U Se is linear
independent over Fo for alle:1 <e <r—1 or|Dy| = |Sq| foralld:1<
d < min{r,k}.

Proof. Note that f being invariant of algebraic attacks is equivalent to f being
n-order invariant of algebraic attacks. So, in the following, we state only for the
k-order invariant. Also, it suffices to show that it is necessary.

Case 1. If there exists some e such that Dy U S, is linear dependent over
Fs, according to Theorem 2, there is some g € F with deg(g) < k such that
deg(g) <e<r.

Case 2. If there is some d: 1 < d < min{r, k} such that |Dy| < |S4. According
to Corollary 1, there is an annihilator g of f such that fg = 0 with deg(g) <
d<r.

Both cases show that f is not invariant of algebraic attacks. Thus, the con-
ditions are necessary.

O
From Theorem 3, we know that Algorithm 1 can be used in two ways. One
is to verify whether a given function is invariant of algebraic attacks. In other
words, for a given function of degree r, we may run Algorithm 1 (for both cases)
for all pairs of (d,e) where 1 < d < n and 1 < e < r (here we include the
case d = n in Algorithm 1). If the outputs are zero for each pair of (d,e),
then f is invariant of algebraic attacks. Note that we only need to pack S,
in Algorithm 1 once. The complexity for verifying whether a given function is
invariant of algebraic attacks is approximate to n(r — 1) times of the complexity
of the Gauss reduction involved in Algorithm 1. The other is for search of such
invariants.

Example 2. Let Fys be defined by a primitive polynomial #(x) = 2* + x + 1 and
a aroot of t(x). Let f(x) = Tr(az®) where Tr(z) = o+ 22 +2* +28 is the trace
function from Fas to Fo. Then f(z) is a bent function (see the definition in the
next section). From Proposition 2, any function g(z) € F with g(0) = 0 can be
written as

g(x) = Tr(bx)—l—Tr(cxg)—l—Trf(dm5)—|—T7“(ea?7)+wxl5, b,c,e € Fos,d € Foz,w € IFy

where Tr}(r) = x + 22 is the trace function from Fs: to Fo. Multiplying f by
each monomial trace term in g, we have

aac?’

Tr(bx)Tr(ax®) = Tr(b4oz4a? )+ Trl ((b2a + b8at)z®) + Tr((ba® + b*a)z")
Tr(cx®)Tr(az?®) = Tr((2a® + c'a? + Sa®)a®) + Tr(ca?)
Tri(dz®)Tr(az®) = Tr(d*a?z + d*a’z")
)Tr(azx”) = Tr(

Tr(ex")Tr(az®) = Tr((e*a* + ea®)z) + Tri((e2a? + e2a®)x®) + Tr(etalz").
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In the follows, we consider w = 0. It is similar for the case w = 1. From the
above identities, we have the expansion of f(x)g(z) as follows

f(@)g(x) = Tr(Az + Ba® + Da") + Tri(Ca®) + E
where

A=0bvra? + d?a® + e*a +ed®

B =c2at + *a® + B

D = ba? + b*a + d*at + e*a®

C =ba+bda’ +e2a? + 8al
E =Tr(cat).

Considering that fg # 0, then deg(fg) = 1 if and only if
B=C=D=0.

It can be verified that the system of those equations has no solutions for any
choices of b, ¢,d and e. Thus deg(fg) > 2. Therefore, f is invariant of algebraic
attacks. Alternatively, we can directly apply Algorithm 1 to f to obtain this
result. Note that the boolean form of f(z) is given by x5 + xox1 + o2 + 2023 +
r122+2123+2223. However, in order to verify whether f is invariant of algebraic
attacks, using the polynomial form of f is much easier than using the boolean
form.

5 Possibility of Invariants of Algebraic Attacks for
Hyper-bent Functions

A bent function is a function from Fy to Fo whose Hadamard transform has
constant magnitude, i.e.,

FOy = Y (~)TrOaNH @) = £1/2m YA € Fyn. (14)

xEFon

In this case, n is even. We write n = 2m. A bent function is called a hyper-bent
function [25] if

fAe) =22" VA E€Fan,c:0<c< 2™ —1,gcd(c,2" —1) =1

where

fOne)= 30 (m)f @,
zEFon

f(A ¢) is so called the extended Hadamard transform introduced in [14]. There
are two general constructions for bent functions. One is the Maiorana-McFarland
construction, and the other is the Dillon construction [11]. We introduce the
Dillon construction as follows. Let a be a primitive element of Fon, d = 2™ 41,
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v=2m—-1,a= (ag,as, --,aq_1) not a constant vector in F4. We associate a
with a function f(x) which is defined by

f(0)=0,f(a") =a;,0<i<v,0<j<d. (15)

If the Hamming weight of a is equal to 2™~1, then f(z) is bent. (Note. The
construction given above is taken from [25], which used a completely different
approach from Dillon’s original construction [11].) Carlet had several excellent
generalizations of both constructions of bent functions in [5].

Youssef and Gong proved that the bent functions, as shown above, are hyper-
bent (see [25]), and determined that they all have degree m, which is maximal
among all bent functions. Hyper-bent functions have the largest distance from
all affine boolean functions and all bijective monomial trace terms from [, to
Fs.

Remark 5. Some New Observations for Hyper-bent Functions: Hyper-bent func-
tions can also be defined by the Hadamard transforms of a family of functions.
In a detail, let f.(x) = f(z¢). Then f is hyper-bent if and only if f.(x) is bent
for each ¢: 0 < ¢ < 2™ — 1 with ged(c,2™ — 1) = 1. Let DB be the set consisting
all bent functions from the Dillon’s construction. Note that if a is the associated
sequence of f, then al®), the ¢-decimation of a (see Section 2. 3 for the definition
of decimation of sequences), is associated with f.(z). Since gcd(c,2™ — 1) = 1,
then c is relatively prime to d. Therefore, H(a) = H(a(®). Thus f € DB, then
fe(z) € DB, i.e., the composition of monomial bijective map with a bent func-
tion in DB is still a bent function in DB. This is a short proof for that any bent
function in DB is hyper-bent.

From now on, when we talk about the hyper-bent functions, we mean that
they are constructed by the Dillon construction. In the following proposition, we
show the Fourier transform for a general class of functions constructed by (15),
which include the hyper-bent functions as a subset.

Proposition 2. Let f(z) be constructed by (15). Then the Fourier transform of
f(z) satisfies

Ap =0,Yk#0 (modv), and f(z) = Tri*(Awa™) (16)
t
where ng | n is the size of the coset containing tv modulo 2™ — 1, and there is at
least one t : 0 < t < d such that Ay, # 0. Furthermore, the degree of f is m.

Proof. Since {a;} has a period d, from Proposition 1 and Fact 2 - (b), the first
assertion follows immediately. The second assertion is due to [25].

O
Therefore, any hyper bent function in DB can be represented by (16), so f
has degree m. We are now in a position to establish the following result.
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Theorem 4. Let f € DB, a hyper-bent function in n variables, for a randomly
selected g in F, then

(1) Prob{fg = 0} = eo where €y is negligible when n > 6.

(2) If fg # 0, then

Prob{deg(fg) > deg(f) =n/2} =1—¢
where € is negligible when n > 12.

The assertion (1) is a special case of the result on annihilators established
by Meier, Pasalic and Carlet in [17]. So, we only need to show the assertion
(2). For doing so, we need the following some preparations. Let h(z) € F, and
¢ = h(a?),i =0,---,2" — 2. We arrange ¢ = (cg,c1,---,Can_5) into a v by d
array C = (¢;;) where ¢;; = ¢jq45,0 <i<v,0<j<d, ie,

Co c1 T Cde1
Cd Cd+1  * Cd+d-1
C= . :[CO;Clv"'7Cd—1]
Cluv—1)d C(v—1)d+1 " Covd-—1

where C;’s are column vectors of C.

Lemma 1. With the above notation, let {Cy} be the Fourier spectral sequence
of h, and let

Iy ={j|0<j<d,H(C;j) =0(mod2)}

L ={j|0<j<d H(C;)=1(mod2)}.

(a) The Fourier spectra Cp, = 0 for all t with 0 < t < d if ¢ satisfies either
|Io| = d (equivalent to |I1| =0) or |I1] = d.
(b) If 0 < |I1]| < d, then there exists some t with 0 < t < d such that Cy, # 0.

Proof. Let
272

c(x) = Z cpxh.
k=0

Then we have

c(x) = Z Z Ciayjri@t

0<i<v 0<j<d

From Fact 2 -(c), the Fourier transform of h can be given by

Therefore,



d

J
d—

1 /v—1
Zcidﬂ o~ (using ot = 1)

=0

=

v—1
eja 7t (settinge; = Z Cidtj)- (17)
j =0

v—1

Note that e; = 1 if the Hamming weight of C; = {¢iq+;};—, the jth column
vector of C, is odd. Otherwise e; = 0. If |Iy| = d or |I1| = d, then e is a constant
sequence, i.e., e = (¢,¢,---,c) where ¢ = 0 for |Iy| = d and ¢ = 1 for |I;| = d,
respectively. Substituting the values of €’s into (17), we have

o ”S i [0ife=0
tv_c40a B Z?;éa_jt”:Oforallt:0<t<d,ifc=1.
=

If 0 < |I1] < d, then e is not a constant sequence. We associate {e;} with a
function ¢(x) in F in the way of (15). Then {e;} can be regarded as a binary
sequence of period d. From Fact 2 - (b) and (17), Cy, becomes the Fourier
spectrum of ¢(x) or equivalently {e;} at tv, so there is at least one t with 1 <t < d
such that Cj, # 0 which completes the proof.

g
We need the following fact which was observed in [17].

Fact 3 For a boolean function f in n variables, A(f), the set consisting of all
annihilators of f, is defined by

A(f) ={g9€ Flfg=0}.

Then
|A(f)| = 22" 71 HW)

where H(f) is the Hamming weight of f. In particular, if f is a hyper-bent
function in DB, then

A()] =227,
Lemma 2. For a given hyper-bent function f in DB, let

So(f)={g9 € Flfg+#0,deg(fg) < deg(f)}.

Then ) )
|So(f)‘ < <2(v71)2’"_ _ 1) 2v(2m_ +1).

Proof. We arrange {a;} into a v by d array A = (a;;),ai; = @;a+;. From the
construction of f, the column vectors of A are constant vectors of zero or one.
Let T ={j|a; = 1,0 < j < d}. For g(z) € F, let b; = g(a?),i =0,1,---,2" — 2.
We arrange {b;} into a v by d array B = (b;;) where b;; = b;q+;, and denote B;
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the jth column vector of B. Let h(x) = f(z)g(z), ¢; = a;b;, i =0,1,---,2" — 2,
C = (¢ij)vxd where ¢;j = ciq+j, and C; the jth column vector of C. Then

_ 0 if aj::O
Cj—{Bj it a; = 1.

From Proposition 2, the degree of f is equal to m. Applying Lemma 1 to h, the
case deg(h) < m may happen only when H(B)) is even for all j € T'. Therefore,
we may choose the column vector B; having even weight for j € T'. Thus, there
are Y207 (2vl> = 2~ choices for such a B;, j € T including the case B; = 0.

The rest of columns can be chosen as arbitrary binary vectors of dimension v.
Under this construction of g, if h = fg # 0, then it is possible that deg(h) < m.
Thus, there are 2(°=52""" _ 1 choices for B;,j € T and 2°@" "' +1 choices for
the rest of the columns of B for which fg # 0 and possibly, deg(fg) < m. Hence

_ m—1 v(2™m— 1
[So(f)] < (207027 — 1) 2@,

O

Proaf of Theorem 4. The assertion (1) is a consequence of Fact 3 where
€0 < ===t which is negligible when 2m > 6. For the assertion (2), considering
a rancziomly selected g € F, we have

Prob{deg(fg) > m} =1— Prob{deg(fg) < m}. (18)
Applying Fact 3 and Lemma 2,

[So(f)] +|AW)] _ 202" T9r @™ T

Prob{deg(fg) <m} =

222m,1 — 222m,1
2m m—1
22 —2 -1 1
= 2221n_1 = 22m,—1 N

Combining with (18), it follows that
Prob{deg(fg) > m} =1—¢,
where € = 227”% which is negligible when m > 6. O

Remark 6. The result in Theorem 4 can not guarantee there are no low degree
approximations for an arbitrary hyper-bent function f, because there may exist
some function g in Sy(f) such that deg(fg) < m. We have done some experiments
for this problem. For example, for the case n = 4, so m = 2, the function
f(x) = Tr(az?), given in Example 2, is a hyper-bent function, which is invariant
of algebraic attacks. But for n = 6 and n = 8 there do exist some g such that
deg(fg) < m for fg # 0. We continue to investigate this case for the patterns of
such hyper-bent functions.
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6 Conclusions and Discussions

Courtois and Meier showed the effective algebraic attacks on several concrete
stream cipher systems proposed in the literature when a boolean function em-
ployed in the system happens in the following cases: (a) the function itself has a
low degree, (b) the function is not of low degree, but one can find another func-
tion to multiply the function used in the system such that the resulting product
has a low degree or the product is zero (annihilator case), (c) the probabilities
that the cases (a) and (b) happen are close to 1, respectively. We have charac-
terized these multipliers for the case of nonzero products. We also derived an
algorithm to construct such multipliers. In order to prevent algebraic attacks,
Courtois and Meier also introduced the algebraic security criterion for design of
boolean functions for cryptographical applications, i.e., a boolean function used
in a cryptographical system should not have any low degree approximations or
annihilators. If so, we say the function is invariant of algebraic attacks. Our algo-
rithm also provides a method to find such boolean functions which do not have
any low degree approximations or annihilators. In light of search for invariants of
algebraic attacks, we revealed that the probability that any hyper-bent function
is invariant of algebraic attacks is close to 1.

All results obtained in this paper are due to use the (discrete) Fourier trans-
form, which gives a polynomial or trace representation of a boolean function
in terms of technics of analysis of pseudo-random sequences. We would like to
point out that some trade-offs between the polynomial representation of a func-
tion from Fs» to Fy and the boolean representation of the function. In this
paper, we use the polynomial representation, which have advantages in analy-
sis of cryptographical properties of functions. Another advantage is to prevent
finding a low degree approximation probabilistically, i.e., the case (c) as shown
above. In general, for a boolean representation, if the number of monomial terms
with high degrees are small, then one can easily remove these terms to obtain a
low degree function for which the probability that these two functions are equal
is close to 1. However, if a function is in a polynomial form, the degree of the
function is governed by the Hamming weights of exponents in monomial trace
terms. Removing one or more monomial trace terms from the expression may
result in a large change of the distance between the function and the resulting
function, since it is equivalent to calculate the distance of two codewords of a
cyclic code. So, the probability that these two functions are equal is not close
to 1, possibly, close to 1/2. A similar argument is also applied to the case of
probabilistically low degree approximations. However, boolean forms are easy to
analyze the correlation immunity /resiliency and propagation property, and they
can be efficiently implemented at hardware level.
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