Mock Health Inquiry- Privacy: the First Electronic Health Victim

This inquiry concerns a breach into an online patient scheduling system at a large Regional Cancer Centre in a major city. The breach was accomplished by an ‘ethical’ hacker. The hacker was not authorized to enter the facility’s computer system, but wanted to see if the system was secure. In order to demonstrate that the system could be compromised by anyone from the outside, the hacker decided to hack into the patient scheduling system, including appointment dates and names.  After breaking into the system, the hacker sent an anonymous email to the Chief Information Officer the Regional Cancer Centre reporting the security breach and requesting an immediate response.  Since the CIO was out of the country, her new Executive Assistant opened the email.  When the Centre failed to respond to the email in two days, the hacker decided to provide the scheduling data to a local journalist, in strict confidence.  The hacker wanted the journalist to publish an article exposing the lack of adequate protection for personal health information held electronically. Unfortunately, the journalist inadvertently posted the names and appointment dates to a health chat room focusing on lengthy waiting lists for cancer patients. Participants in the chat room were able to view this information for several days before it was removed. During this period, one participant in the chat room copied the information and sent it to his employer’s application department at Cover-U Insurance Co. 

The initial trigger for this inquiry grew out of a complaint issued by David Wallace, who was contacted by his insurance company, Cover-U Insurance Co. that covers him as a clerk at a bank. Mr. Wallace complained that his insurance company recently contacted him, through his employer, to request more documentation before it would approve his application for life insurance. Mr. Wallace had not been satisfied with the standard life insurance package that was offered to all employees at the bank and had requested individualized coverage.  To obtain this additional coverage Mr. Wallace had to provide personal health information to the insurance company.

According to the information the insurance company received from the Internet posting, Mr. Wallace had two appointments at the Regional Cancer Centre. The insurance company does not know if Mr. Wallace has cancer or not but is assuming the worst.  Consequently, the insurance company questioned Mr. Wallace about his visits to the Regional Cancer Centre and requested that Mr. Wallace undergo a medical examination by one of its approved health care providers.  Although Mr. Wallace works in Ontario, Cover-U Insurance Co. is based in Alberta.  Mr. Wallace filed a complaint with the Ontario Ministry of Health and Long-Term Care about the breach of his personal health information.  The Ministry contacted the Information and Privacy Commissioner of Ontario about the matter.  Due to a number of complaints about unauthorized access to electronic health information, the Information and Privacy Commissioner is becoming increasingly concerned about personal health information that is stored and shared electronically and has asked for a public inquiry into the matter.  The goal of the inquiry will be to recommend best practices for the collection, use and disclosure of personal health information held in electronic form.

